IHAMATKA JJUISA OBYYAIOLIUXCA
OB UH®OPMAIIMOHHOM BE3OIMACHOCTH JETEMN.

(ITpnaoxkenne Ne 1 IMCBMA MUHOBPHAYKHN POCCHUH OT 14.05.2018
N 08-1184 "O HAIIPABJEHUU WH®OPMALIMUU" (BMECTE C
"METOANMYECKUMHU PEKOMEHJAIUUAMU O PASMEIIEHUU HA
NHP®OPMALIMOHHBIX CTEHIAX, O®PULUAJBHBIX HUHTEPHET-
CAUTAX n APYI'UX NHOOPMALIMOHHBIX PECYPCAX
OBIHIEOBPA3OBATEJIBHBIX OPTAHU3ALIMI n OPI'AHOB,
OCYHIECTBJIAIOINIUX YIIPABJIEHUE B C®EPE OBPA3OBAHMNII,
NHPOPMALIMN 0] BE30ITACHOM INOBEJEHHNHN n
HUCITOJIB3OBAHUU CETHU "UHTEPHET")

HEJIb351

1. Bcem monpsimi cooOmiaTe CBOIO YacTHYI HH(pOpManuio (HACTOSIIHE UM,
dbamunuto, tenedoH, agpec, HOMEp IIKOJbI, a Takxke (oTorpaduu CBOU, CBOEH
CEMBU U JIpy3eH);

2. OTKpI)IBaTB BJIOXXCHHBIC (1)31”4)151 BHGKTpOHHOﬁ IIOYTBI, KOrga HC 3HACHIb
OTIIPABUTCIIA,

3. FPY6HTI), NpuanupaTbCia, OKa3bIBATb HABJIICHHUC - BCCTHU ce0s HEBEXKIUBO U
arpcCCUBHO,

4. He pacniopsixaiicsi JeHbraMu TBOEH ceMbU 0€3 pa3pellieHus CTapIInX - BCEerjaa
CITpallINBal POAUTEIIEH;

5. He Bcrpeuaiics ¢ ITHTEpHET-3HAKOMBIMU B PEAJIbHOM JKU3HU - ITIOCOBETYMCS CO
B3pOCJBIM, KOTOPOMY JOBEPSIELIb.

OCTOPOXHO

1. He Bce numyT npaBay. Yuraems o cede Henpasay B MHTEepHETE - cooOum 00
TOM CBOMM POJIUTENSIM WU ONIEKyHaM;

2. IlpurnamaroT mnepenuchiBaThCs, UrpaTb, OOMEHUBATHCS - MPOBEPb, HET JIU
II0IBOXA;

3. HezakonHoe konupoBanue (aiisioB B UHTEpHETE - BOPOBCTBO;
4. Beerna paccka3biBaii B3pOCiIbIM O MpodJieMax B CETH - OHHM BCEr/ia IOMOTYT;

5. Ucnonb3yi HacTpoKu 0€30MaCHOCTH M MPUBATHOCTHU, YTOOBI HE IOTEPATH CBOU
AKKayHThI B COLICETAX U APYTUX MOPTAJIAX.

MOXHO

1. YBaxail Apyrux mnojab30BaTelici;

2. ITonp3yembess HTEpHET-UCTOYHUKOM - JI€JIAl CCBUIKY HA HETO;
3. OTKpbIBai TOIBKO T€ CCHUIKU, B KOTOPBIX YBEPEH;

4. OOmatbcst 32 TIOMOIIBIO B3POCIBIM - POJIUTENH, ONMEKYHbI M aJIMUHUCTPALIUA
CalTOB BCET1a IIOMOI'YT;

5. Tlpotinu oOyuenue Ha caifte "CeTeBUUYOK" M TOJYyYHM TACHOPT IU(GPOBOTO
rpaxkjaaHuHa!



WUH®OPMALIMOHHAS AMSITKA
TIJ151 OBYUAIOLMXCS JIJISI PASMEILIEHUS
HA O®ULAAJBHBIX UHTEPHET- PECYPCAX.

(ITpnaoxkenue Ne 2 IMCBMA MUHOBPHAYKHU POCCHUHA OT 14.05.2018
N 08-1184 "O HAIIPABJIEHUN HWHPOPMAIMU" (BMECTE C
"METOAUMYECKUMU PEKOMEHJAIUAMHU O PASMEINEHMU HA
NHP®OPMALIMOHHBIX CTEHIAX, O®ULHUAJIBHBIX HWHTEPHET-
CAUTAX n APYI'UX NHOOPMALIMOHHBIX PECYPCAX
OBHIEOBPA3OBATEJIBHBIX OPTAHU3AIINI n OPI'AHOB,
OCYHECTBJIAIOINIUX YIPABJIEHUE B C®EPE OBPA3OBAHWUAI,
HHOOPMALIUU 0 BE30ITACHOM HOBEAEHUH n
NCHOJb30BAHUU CETHU "UHTEPHET")

C KaXXIAbIM I'OA0M MOJIOACKHN B MHTCPHCTC CTAHOBHUTLCA 6OJII>HIC, a IIIKOJIBHUKH
OJHHN H3 CaMbIX aKTHBHBIX 110JIb30BaTEIICH PYHeTa. MG)KIIy TCM, IIOMHMO
OT'POMHOI'0 KOJIHMYCCTBA BOSMO)KHOCTGﬁ, HHTCPHCT HCCET H HpO6HeMBI. OTta
IHaMsATKa JOJIKHA IIOMOYb TeOe 6e301acHo HaXOANUTLCA B CCTH.

KomnbrorepHbie BUPYChI

KoMmbroTepHblii  BUPYC - 3TO Pa3HOBHUJIHOCTH KOMIIBIOTEPHBIX MPOTPAMM,
OTJIMYUTEIILHOU OCOOCHHOCTHIO KOTOPOU SIBIIETCSI CIOCOOHOCTh K Pa3MHOKEHHUIO.
B momonHeHHe K 3TOMY, BUPYCHI MOTYT TMOBPEIUTH WM TMOJHOCTHIO YHHUYTOXHUTH
Bce (pailyibl U JaHHBIC, TOJKOHTPOJIBHBIC TIOJIH30BATENI0, OT IMEHH KOTOPOTO ObLiIa
3ammymieHa 3apakeHHas MporpamMma, a Takke MOBPEIUTh WU JaKe YHUUYTOKUTH
OTIEpAIOHHYI0 CUCTEMY CO BcemH (haiiimamu B 1e7oM. B OONMBIIMHCTBE CilydaeB
PacpOCTPaHSIOTCS BUPYCHI Uepe3 HHTEPHET.

MGTOIHJI 3allIUTBI OT BPCAOHOCHBIX IIPOIrpaMM:

1. Ncnonb3yili COBpEMEHHBIE OIEPAIIMOHHBIC CHUCTEMBI, HUMEIOIIUE CEPhE3HbIN
YPOBEHB 3AIIUTHI OT BPEIOHOCHBIX ITPOrPaMM;

2. IloctosHHO ycraHaBnuBail mauth (UUGpPOBBIE  3aIllIaTKH, KOTOpPbIE
aBTOMATUYECKU YCTaHABJIMBAIOTCS C LEJIbI0 JOPAa0OTKH MPOTrpamMMbl) U JpyrHe
OOHOBJICHUS CBOEW omepanmoHHOW cucteMbl. CkauMBailT WX TOJNBKO C
opunmansHOoro  caiita paspaborunka OC. Ecnu  cymecTByer  pexum
aBTOMATUYECKOTO OOHOBJIEHUS, BKIIIOUH €T0;

3. PabGoraii Ha cBoeM KOMIIbIOTEpPE TMOJ TMpaBaMHU TIOJb30BaTENsd, a He
aIMUHUCTpAaTOpa. ODTO HE IMO3BOJUT OOJBUIMHCTBY BPEJOHOCHBIX MPOrpaMm
MHCTAJUIMPOBATHCS HA TBOEM MEPCOHATBHOM KOMITBIOTEPE;

4. UVcnomb3yl  aHTUBHUPYCHBIC  MPOTPAMMHBIE  TMPOMYKTHI  W3BECTHBIX
MIPOU3BOJIUTEIICH, C aBTOMATHYECKUM OOHOBJICHHEM 0a3;

5. Orpannub pU3NIECKUN JOCTYI K KOMITBIOTEPY TSI TOCTOPOHHUX JIUIT;

6. Mcnonp3yil BHEIIHKWE HOCUTENM HH(OpMaLMU, Takue Kak (emka, TUCK WM
¢aiin U3 UHTEpHETA, TOJIBKO U3 MPOBEPEHHBIX UCTOYHUKOB;



7. He otTkpbiBail KOMIIbIOTEpHBIE (haiiibl, TMOJy4YEHHBIE W3 HEHAJICKHBIX
HUCTOYHUKOB. Jlaxe Te (ailyipl, KOTOpbIe MPHCTAT TBOK 3HAKOMBIN. Jlydille yTouHu
y HEro, OTIIPaBJIsI JIU OH TeOe uX.

Ceru WI-FI

Wi-Fi - 510 He BHJ mepelauu JaHHBIX, HE TEXHOJOTHS, a BCEro JIUINb OpEHI,
mapka. Eme B 1991 roay Humepiasjckas KOMIaHHUsS 3aperucTpupoBalia OpeH[I
"WECA", uro o6o3navyasio cnoBocouetanue "Wireless Fidelity", xoTopsiii
NEepPEBOAUTCS Kak "OecnpoBOAHAS TOYHOCTD'.

Jlo Hamero BpeMeHH Jomuia Apyras a0OpeBHaTypa, KOTOpas SBISETCS TaKOW Ke
TexHojoruen. Ito abopeBuarypa "Wi-Fi". Takoe HazBaHHE OBLIO JAaHO ¢ HAMEKOM
Ha CTaHAApT BBICHICH 3ByKOBOW TexHukm Hi-Fi, uto B mepeBoae o3Haudaer
"BBICOKAsI TOYHOCTD'.

Jla, OecraTHBIA HWHTEPHET-IOCTYI B Kade, OTeIsIX W adporopTax SBISETCS
OTJIMYHOM BO3MOKHOCTBIO BBIXOJla B MHTEpHET. HO MHOTrMe 3KChepThl CUMTAIOT,
yto obmenoctynubie Wi-Fi cetu He ABisSITOTCS 6€30TIaCHBIMH.

CoBeTbl 10 0€30MaCHOCTH PabOThI B OOIIEOCTYMHBIX ceTsax Wi-fi:

1. He nepenagaii cBoro auunHyto uHbopmMaiuio depe3 obdmenocrynusie Wi-Fi certu.
PaGoTast B HUX, *KeJlaTeIbHO HE BBOJUTH IMAPOJIM JOCTYIIA, JOTUHBI U KaKUE-TO
HOMEPA;

2. Ucnonb3yit 1 OOHOBIISI aHTUBUPYCHBIE ITpOrpaMMbl 1 Opanamayep. Tem caMbim
Thl 00€30MacuiIb ce0sl OT 3aKaYKU BUpYyca Ha TBOE YCTPOMCTBO;

3. IIpu ucnons3oBanun Wi-Fi otkmtoun ¢ynknuio "OOmuil goctyn K ¢aiiam u
npuHTepam". JlanHas (yHKUMS 3aKpbiTa MO YMOJYAHUIO, OJHAKO HEKOTOPbIE
MOJIH30BaTENIM AKTUBUPYIOT €€ JJIsl YJI00CTBA UCIOIB30BaHUs B padoTe Uiu yueoe;

4. He ucnone3yit nyonuunsiidi WI-F1 aig nepenauu JTUYHBIX aHHBIX, HAIPUMEP
JUISL BBIXOZIA B COLIMAJIBHBIE CETH WM B DJIIEKTPOHHYIO IOYTY;

5. Ucnonb3yi Tosbko 3amuiineHHoe coequnenue yepe3 HTTPS, a ne HTTP, T.e.
pu Habope BeO-azipeca BBOAM UMEHHO "https://";

6. B moOunbHOM Tenedone otkiaroun ¢yHknuto "TloakmoueHne k  Wi-Fi
apTroMarnuecku'. He momyckail aBTOMaTHMYe€CKOTO MOJKIIOYEHUSI YCTPOMCTBA K
cetsim Wi-Fi 6e3 TBoero cormnacusi.

Comnaasubie cetu MUUN

CoruanbHble CETH aKTUBHO BXOJST B HAIly >KW3Hb, MHOTHE JIIOIU pabOTaIOT H
JKUBYT TaM IOCTOSIHHO, a B Facebook yxe 3apeructpupoBaH MuLIMap]] 4eIOBeEK,
YTO SIBJIIACTCSI OJHOM CeIbMOM BCeX KUTeJIeH IIaHeTbl. MHOrue moJjib30BaTen HE
MOHUMAIOT, YTO WH(OpMalMs, pa3MelleHHas UMHU B COIIMAIBHBIX CETSAX, MOXKET
OBITh HaliJlcHa W HCIOJb30BaHA KEM YTrOJHO, B TOM 4YHCJE HE 0053aTebHO C
OJIaruMu HaMEPEHUSIMU.

OCHOBHBIE COBETHI IT0 0€3011aCHOCTH B COLIMAJIBHBIX CCTAX:

1. Orpannyb cMcoK Apy3eil. Y TeOs B Apy3bsAX HE JODKHO OBITh CIyYalHBIX U
HE3HAKOMBIX JIIOJICH;

2. 3ammimai CBOIO YacTHYIO kW3Hb. He ykaswiBail maposu, TenedoHBI, aapeca,
JaTy TBOETO POXACHUS W APYTYIO JUYHYH HHPOpMANUO. 3JI0yMBINIICHHUKA



MOTYT HCIIOJIb30BaTh Jake MHGOPMAIMI0 O TOM, Kak Thl U TBOU POAMTENU
IJIaHUPYETE IPOBECTU KAaHUKYIIBL;

3. 3amumiail cBOIO pemyTaIuio - JEpKH €e B YUCTOTe W 3ajaBail cebe BOmpocC:
XO0Tesn Obl Thl, YTOOBI ApPyTrHWE€ MOJIb30BATENM BHJIEIH, YTO Thl 3arpykaeuib?
[Tomymaii, mpesk/ie 4eM 4TOo-TO OIMyOJIMKOBATh, HAMMCATh U 3aTPy3UTh;

4. Ecnu Thl TOBOpHIIBL C JIIOJBMH, KOTOPBIX HE 3Haellb, HE HUCHOJb3YH CBOE
pearpHOe UMS U APYTYIO JIMYHYI0 WHPOPMAIUU: UMS, MECTO >KUTEIbCTBA, MECTO
y4eObl U IPOUEE;

5. Hzberaii pasmemenus ¢dororpaduii B MHTEpHeTe, rae T H300pakeH Ha
MECTHOCTH, 110 KOTOPOI MOKHO OTIPEJEITUTh TBO€ MECTOIIOJIOKCHUE;

6. Ilpu perucTpanuu B COIMAIBLHON CETH HEOOXOAUMO HCIOJIL30BaTh CIIOMKHBIC
MIapOJIH, COCTOSIIINE M3 OYKB U UG U ¢ KOJUISCTBOM 3HAKOB HE MEHee §;

7. Jlng couuanbHOM CETHU, MOYTHI U JIPYTHX CAUTOB HEOOXOAMMO HCIOJIH30BATh
pasHbie maponu. Torga ecim TeOs B3JIOMAIOT, TO 3JOYMBIIUICHHUKH IIOJIydaT
JIOCTYII TOJBKO K OJJTHOMY MECTY, a HE BO BCE Cpasy.

JIeKTPOHHbIE IEHbI'H

QHGKTPOHHBIC JCHBIHM - 3JTO OYCHbBb y,Z[06HI:II>i crioco0 HH&TG)KGI\/'I, OJHAKO
CYIICCTBYIOT MOIICHHUKH, KOTOPBIC XOTAT IIOJIYYUTD OTH ACHBI'U.

BJ'IGKTpOHHBIG ACHBI'M IIOABHUJINCH COBCEM HCIABHO M HMMCHHO H3-3a 3TOI'O BO
MHOT'HX T'OCYyAapCTBax A0 CHUX IIOP HC IIPOIIMCAHO ITPO HUX B 3dKOHAX.

B Poccun ke oHM (QYHKIIMOHHUPYIOT M O HHX YK€ IPOIHMCAHO B 3aKOHE, IJIe HUX
pa3aelaioT Ha HeCKOJIBKO BHUJOB - aHOHUMHBIC U HE aHOHHMMHBIC. Pa3HuIa B TOM,
YTO aHOHUMHBIE - 3TO T€, B KOTOPBIX pa3pemiacTcs MPOBOIUTH OIlepanuu 0e3
UACHTU(UKAIINY TT0JIH30BATEIsI, @ B HCAHOHUMHBIX WIACHTHU(UKAITUS TTOTH30BaATEISA
SIBJISIETCSI 00SA3aTEBLHOM.

Taxxke cienyeT pasnuyarb  AJEKTPOHHbIE  (uaTHble  JI€HBIU  (PaBHBI
rOCyJapCTBEHHBIM BAJIOTaM) M JJIEKTPOHHbIE He(pUATHbIE JCHBIU (HE PaBHBI
rOCy/1IapCTBEHHBIM BAJIIOTaM).

OCHOBHBIE COBETHI IO 0€30MaCHOM padOTe ¢ IIEKTPOHHBIMU JEHbIAMHU:

1. IlpuBsku K cueTy MOOWIBHBIA TenePoH. DTO caMmblii YIOOHBIA M OBICTPHIN
Croco0 BOCCTaHOBUTH JOCTYN K cuery. lIpuBsizanHbl TenehoH MOMOXKET, €CIH
3a0yzellb CBOM IJIATEKHBIM Tapojiab WM 3aijellh HAa CalT C HE3HAKOMOTO
YCTPOMCTBA;

2. Hcnone3yii opHopa3zoBelie mnaposd. llocine mepexoma Ha  yCHIEHHYIO
aBTOpHU3alMI0 TeOe yke He OyAeT YrpoKaTh OMACHOCTh KpakH WJIM IepexBaTa
IIJIATEXKHOTO MAPOJIS;

3. BeiOGepu cnoxHbIi mapois. [IpectynHukaMm OyneT He MPOCTO yrajaTh CIIOXKHBIN
napoiib. HajexxHele nmaposiu - 3T0 maposid, KOTOpble COAEepKaT HE MEHee 8 3HAKOB
U BKJIIOYAIOT B ce€0d CTPOYHBIE W MPOMHUCHBbIE OYKBBI, HU(MPHI U HECKOIBKO
CHUMBOJIOB, TaKMe Kak 3HaK Jojulapa, (QyHTa, BOCKJIMLIATEIbHBIA 3HAK U T.II
Hanpumep, $tROng!;;

4. He BBOM CBOU JTMYHBIE JAHHBIE HA CaliTaX, KOTOPHIM HE JOBEPSEILIb.

DJIEKTPOHHASI I04YTA



DNeKTpOHHasi TMOoYTa - 3TO TEXHOJOTUS U MPEAOCTaBIISIEMble €0 YCIYTd IO
NEPECHUIKE U MOJTYUYEHHUIO IEKTPOHHBIX COOOLIEHUH, KOTOPbIE pAaCIPEAEIISIIOTCS B
KOMITbIOTEPHOU ceTH. (OOBIYHO BJIEKTPOHHBIA TMOYTOBBIM SIIUK BBITJISAINAT
CJIeIyIOIUM 00pa3oM: UMsI_TOb30BaTensi@umMs_JomeHa. Takxe Kpome nepenadu
MPOCTOTO TEKCTA, UMEETCS BO3MOKHOCTH TIepe/iaBaTh (pailiibl.

OCHOBHBIE COBETHI IO 0€30MAaCHOM padOTe C IIEKTPOHHOU MOYTOM:

1. Hamo BbIOpaTh mpaBUJIbHBIA MOYTOBBIM CepBUC. B MHTEpHETE €CTh OTPOMHBIN
BbIOOp OECIIaTHBIX IMOYTOBBIX CEPBUCOB, OJHAKO JIydIle JOBEPSATH TEM, KOTO
3HACIIb U KTO NIEPBBIM B PEUTHHIE;

2. He yka3piBaii B JNWYHOW MOYTe JWYHyI0 HHbopmanmio. Hampumep, myurme
BbIOpaTh "My3bIKanbHbIN _(panat@" wm "pok2013" BmecTo "Temal3";

3. Ucnonp3yid ABYXATAlHYK aBTOPH3AIIMIO. ITO KOTJAa MOMHUMO MapoJis HY>KHO
BBOJIUTH KOJI, IpUChUIaeMblil 1o SMS;

4. Bo1bepu CII0KHBINA Maposib. J{Jis KaXI0T0 MOYTOBOTO SITUKA JIOJKEH ObITh CBOM
HAJIC)KHBIM, YCTOMYUBBIN K B3JIOMY I1apOJIb;

5. Eciu ecTh BO3MOKHOCTh HAalMCaTh CaMOMY CBOW JIMYHBIM BOIIPOC, UCIIOJIB3YHU
3Ty BO3MOXHOCTb;

6. Mcronp3yil HECKOIBKO MOYTOBBIX SIITUKOB. I1epBhIil 151 YaCTHOW MEPEMUCKHU C
agpecatamMy, KOTOPbIM Thl JIOBEpsiClllb. JTO DJJCKTPOHHBIA aJapec HE HaJao
HCIIOJIB30BaTh TIPU PETUCTpAIK Ha (hOopyMax | caiTax,

7. He oTkphIBail ¢haiiyibl U APYTHU€ BIOKEHUS B MUCHbMax, JaXe €CIM OHU IPHUIILIN
OT TBOMX Jipy3ei. Jlydille yTOUHM Yy HUX, OTHPABJISIIN JIM OHU TeOe 3TU (Pailiibl;

8. Ilocnie okoH4YaHMsI pabOTHI HA MOYTOBOM CEPBUCE NEPEN 3aKPBHITUEM BKIIAJIKH C
caiiToMm He 3a0yJp HaXXaTh Ha "BeiiiTi".

Ku0epOyaimHr uiam BUPTyaJbHOE U3/1€BATEILCTBO

KubepOymuHr - mpeciieloBaHHE COOOIICHUSIMH, COJACPKAIUMH OCKOpPOJIEHUS,
arpeccuro, 3aryruBaHue; XyJUTraHCTBO; COIMAIbHOE OOMKOTUPOBAHKE C TTIOMOIIBIO
Pa3TUYHBIX HHTEPHET-CEPBUCOB.

OcHOBHBIE COBETHI IO 0OpbOE ¢ KUOEPOYIUTUHTOM:

1. He 6pocatics B 00. Jlyummmii crioco0: MOCOBETOBAThCS KaK ceOsl BECTH U, €CIIH
HET TOTO, K KOMY MOKHO OOpaTUTHCS, TO BHAYAJIC YCITOKOUThCS. ECii ThI HAYHEIIIb
OTBEYaTh OCKOPOJICHUSIMU Ha OCKOPOJIEHUS, TO TOJBKO €Ile OOJIbIIE Pa30kKKEIIh
KOH(DITUKT;

2. Yupasnsii cBoel kubeppenyTauuei;

3. AHOHUMHOCTH B ceTd MHHMas. CyIleCTBYIOT CIIOCOOBI BBISICHUTh, KTO CTOUT 3a
AHOHUMHBIM AKKAYHTOM;

4. He crouT BecTHM XyJIUTaHCKUWA o00pa3 BHUpPTyaldbHOW >ku3HU. HWHTEpHET
(buKcupyeT Bce TBOM JEUCTBHUSI W COXpAHSET UX. YJaIUTh UX OyJeT KpaiiHe
3aTPYyAHUTEIIBHO;

5. Cobmroait CBOIO BUPTYaJIbHYIO YE€CTh CMOJIONY;

6. Urnopupy#i enuandHblid HeraTuB. OJTHOPA30BbIE OCKOPOUTEIBHBIC COOOIICHHS
JydIie UrHOpupoBaTh. OOBIYHO arpeccus MpeKpanaeTcs Ha HadaabHOW CTaInu;



7. ban arpeccopa. B mporpammax oOMeHa MIHOBEHHBIMU COOOIICHHMSIMH, B
COLIMAJIBHBIX CETSAX €CTh BO3MOXKHOCTH OJOKMPOBKM OTIPABKU COOOIIEHHH C
OTpPEJICTICHHBIX a/IPECOB;

8. Ecimu Th1 cBuperenbs kuOepOyiuHra. TBOM JEHCTBUA: BBICTYNUTH IPOTUB
npeciieloBaTeNs, MokKa3aTh €My, YTO €ro JCMCTBUS OLICHUBAIOTCS HETaTUBHO,
NoJAJIepXKaTh KEPTBY, KOTOPOM HY)KHA TCUXOJOTHYECKasi MOMOIb, COOOIIUTH
B3pPOCJBIM O (haKTe arpeCCUBHOTO MOBEJICHUS B CETH.

MoOuiabHbIN TesedoH

CoBpeMmeHHBIC cMapTGOHBI M IUIAHIIETHI COAEpKaT B ceOe BIIOJHE B3POCIBIH
(GyHKIIMOHAJ, W TEmepb OHH MOTYT KOHKYPHPOBAaTh CO CTAI[MOHAPHBIMHU
KoMmIboTepamMu. OHAKO, CPEJICTB 3aIMUThI JJIs MOJ00HBIX YCTPOUCTB MOKAa OYEHb
Mano. TecTMpoBaHME W TOMCK YSI3BUMOCTEM B HHMX MPOUCXOIUT HE TakK
WHTEHCUBHO, Kak 1y [1K, To ske camoe kacaeTcst 1 MOOMITBbHBIX TIPHUITOKCHHM.

CoBpeMeHHbIE MOOWIBbHBIE Opay3epbl YK€ NPAKTUYECKH JOTHAIU HACTOJbHBIC
aHaJIOTH, OJHAKO pacHMpeHue (yHKIMOHAJa BJIEYET 3a COo0O0M OOJIbIIYIO
CJIO’KHOCTh U MEHBIIYIO 3aIUIIIECHHOCTb.

I[aJIGKO HC BCC TIIPOU3BOIUTCIINM BBIIIYCKAIOT 06HOBJIGHI/I}I, 3daKPbIBAIOIIUC
KPUTHUYCCKHUC YA3BHUMOCTHU JJII CBOHUX YCTPOﬁCTB.

OCHOBHBIC COBETBI JJIA 0e3011acHOCTH MOOMJIBHOTO TGJIG(i)OHaZ

Huuero He siBisieTcs mo-HacrosimeMy OecruiaTHbIM. Byas ocToposkeH, Benb Korna
Te0e MmpeuaraloT OECIUIATHBIA KOHTEHT, B HEM MOTYT OBITb CKPBIThI KaKHE-TO
IIJIATHBIE YCIIYTH;

Hywmaii, npexxne uem ornpaButb SMS, ¢oTo mnu Buaeo. Thl TOUHO 3HAEIIb, TE
OHH OyIyT B KOHEYHOM MTOTE?

Heo6xo1umMo 0OHOBIISATE ONEPAIMOHHYIO CUCTEMY TBOEr0 cMapTQoHa;
Vcrionb3yil aHTHBUPYCHBIE TIPOTPAMMBI JJII MOOMITBHBIX TEJIe(POHOB;

He 3arpyxail npuioXeHus OT HEU3BECTHOTO HCTOYHHMKA, BE€JAb OHM MOTYT
coJiep>KaTh BPEIOHOCHOE MTPOTrpaMMHOE 00ECTIICUCHHE;

[Tocne Toro Kaxk Thl BRIMICII C CaliTa, TJI€ BBOAUII JIMUHYIO HHGOPMAIIHIO, 32l B
HACTPOWKH Opay3epa u yaanu cookies;

Ilepponnuecku mpoBEpsl, Kakue IUIATHBIE YCIYTM aKTUBUPOBAHBI HAa TBOEM
HOMEpE;

JlaBaii cBOI1 HOMEP MOOMIILHOTO Telle(hoHA TOIBKO JIIOISIM, KOTOPBIX Thl 3HACIIH U
KOMY JIOBEpSCIIIb;

Bluetooth nomkeH ObITH BBIKJIFOYEH, KOTJa Thl UM HE MOJb3yelibes. He 3a0biBait
WHOT/Ia POBEPATH 3TO.

Online urpsbi

CoBpeMEHHbIE OHJIAH-UTPBI - ATO KpPAaCOYHBIE, 3aXBaTHIBAIOIIUE DPAa3BJICUCHUS,
OOBEIUHAIOIINE COTHU THICAY YEJOBEK MO BceMy Mupy. WUrpoku uccienyror
JTaHHBIA UM MUP, OOLIAIOTCSA OPYT C JAPYTOM, BBITIOJHSIOT 3a/laHusl, CPaKaloTCs C
MOHCTpPaMH M TOJIy4alOT OMbBIT. 32 YJOBOJBCTBUE OHHU IUIATAT: MOKYMAIOT IHCK,
OIJIAYMBAIOT A00OHEMEHT WJIH MPUOOPETAIOT KaKHe-TO OIIUH.



Bce 3T cpenctBa uayT Ha MOJJAEpP)KAHWE U PAa3BUTUE UIPHI, & TaKKe Ha caMy
0€30MacHOCTb: COBEPIICHCTBYIOTCSI CUCTEMbl aBTOPU3AIIMH, BBIITYCKAIOTCS HOBbBIE
naTyu (Lu@poBkIe 3aMIaTKU ISl TPOTPaMM), 3aKPbIBAIOTCS YSA3BUMOCTH CEPBEPOB.

B 1omo0HBIX WUrpax CTOMT ONAacaThbCsi HE CTOJILKO CBOMX COIEPHUKOB, CKOJBKO
KpaXXu TBOETO MapoJisi, HAa KOTOPOM OCHOBaHa CHCTEMa aBTOpU3AIMU OOJIBIIMHCTBA
urp.

OcCHOBHBIE COBETHI 10 0€30IaCHOCTH TBOET'O HUI'POBOI'0 aKKAayHTaA:

1. Ecim npyrol urpok BefeT ceOs IIOXO0 WM CO3/aeT Tebe HENpPUSITHOCTH,
3a0JIOKUPYH €ro B CIIUCKE UTPOKOB;

2. Iloxanyiics agMUHUCTpPATOpaM WIPhl HA IUIOXO€ IMOBEACHHUE 3TOr0 HIPOKA,
JKEJIATENBHO MTPUJIOKUTh KaKUe-TO I0Ka3aTeNbCTBA B BUJEC CKPUHOB;

3. He ykas3siBaii muuHy10 nHGOpMAIUIO B Ipodaiiie Urpol;
4. YBaxail Ipyrux y4aCTHUKOB 110 UIPE;

5. He ycranaBnuBaii HeopuIMaabHbIE MTATYH U MOJIBI;

6. Mcrionb3yil CII0KHBIE U Pa3HbIE IAPOJIH;

7. I[a>1<e BO BPCM:A UI'PbI HC CTOUT OTKIIOYAaTh aHTUBUPYC. IToka TbI hrpaciib, TBOM
KOMIIBIOTCP MOT'YT 3apa3uTh.

OUINUHT WIH Kpa’ka JUIHbIX JaHHbIX

OObIYHOM Kpakeil JIeHer M JIOKyMEHTOB CEroJIHSl y>K€ HMKOTO HE YAMBHILb, HO C
Pa3BUTHEM MHTEPHET-TEXHOJIOTUH 3JI0YMBIIIIEHHUKNA EPEMECTHIINCH B HUHTEPHET,
Y TIPOJIOJIKAIOT 3aHUMAThCS "'MIOOUMBIM" 1€7TOM.

Tak mosiBuiIach HOBas yrpo3a: MHTEPHET-MOILIEHHUYECTBA WM (PUIIMHT, TaBHas
Heidb  KOTOPOrO  COCTOUT B  TMOJYYEHHM KOH(DHMICHUHUAIBHBIX  JaHHBIX
MOJIb30BaTENEN - JOruHOB U maposiei. Ha anrnmiickom si3bike phishing yurtaercs
kak ummHr (0T fishing - peiOHas j0BIs, password - mapoJnb).

OcHOBHBIE COBETHI IO 0OPHOE € (PUITUHTOM:

1. Cnenu 3a cBOMM akkayHTOM. Eciii Thl Moj03peBaeliib, YTO TBOSI aHKETa Oblia
B3JIOMaHa, TO HEOOXOJAMMO 3a0JIOKMPOBATh €€ M COOONIUTH aJMUHUCTPATOpaM
pecypca 00 3TOM KaK MOKHO CKOpEE;

2. Wcnonp3yit Oe3omacHble BeO-caliThl, B TOM YHCJIC, WHTCPHET-Mara3uHOB H
ITOMCKOBEIX CHCTEM;

3. Vcnonw3yii criokHbIC U pa3Hbie apoiu. Takum oOpa3oM, eciau TeOst B3JIOMArOT,
TO 3JI0YMBIIIIEHHUKH MOTy4YaT JOCTYM TOJIBKO K OJHOMY TBOEMY MPODUITIO B CETH,
a HE KO BCEM;

4. Ecnu TeOst B310Malv, TO HEOOXOAMMO MPEAYINpPEAUTh BCEX CBOUX 3HAKOMBIX,
KOTOpBIE€ J100aBJIeHbI y T€OsI B APY3bSAX, O TOM, 4TO T€Os B3JIOMaIN M, BOZMOXKHO,
OT TBOETO UMEHH OYyJIET PacCChUIAThCA ClIaM U CChUIKU Ha (PUIITMHTOBBIE CATHI;

5. YcranoBu HagexHbli napoas (PIN) Ha MOOMIIBbHBIN Tene(OH;
6. OTKJII0OYM COXpaHEHHUE Maposis B Opaysepe;

7. He oTkpeIBaii (haliibl U ApyTHUE BIOKEHUS B MHUCHhMaX, TaKe €CJIM OHU MPUIILIHA
OT TBOMX JApy3ei. JIyure yTouHu y HUX, OTIIPABIISUIN JIU OHU TeOe 3TU (ailiibl.

Hugposas penyrauus



[Mudposas permyTaiusi - 3T0 HEraTUBHAS WX MO3UTHBHAs UH(OpMaIKsi B CETU O
tebe. Kommnpomerupyromass uHbopmaius, pa3sMelieHHass B HHTEPHETE, MOXET
CEepbE3HBIM 00pa30oM OTpPa3UThC Ha TBOEH peanbHOM xu3HU. "Lludposas
penyTanus" - 3T0 TBOW UMUK, KOTOPBIN GopMupyercs u3 uHdopmainuu o Tede B
UHTEpHETE.

TBoe MmecTo KHUTCJIIBCTBA, y‘{e6bl, TBOC (1)I/IH8,HCOB0€ ITOJIOKCHHUC, OCOOCHHOCTH
XapaKTepa U paCcCKa3hbl O OJM3KHUX - BCE OTO HAKAIJIMBACTCS B CETH.

MHorue nOAPOCTKM JIETKOMBICIIEHHO OTHOCATCA K NyONUKAalMH JUYHOU
uHpopmaruu B MHTEpHETE, HE MOHMMAasi BO3MOXKHBIX MOCHEeNCTBHA. Thl qaxe He
CMOXKEIIb OTafaThCcst O TOM, 4TO (oTorpadus, pa3MelieHHas 5 JeT Ha3aj, cTana
IPUYUHON OTKAa3a MPUHATH T€0S Ha paldoTy.

KoMmmenTapuu, pasmemienne TBouX ¢oTorpaduii U Apyrue ACHUCTBUS MOTYT HE
HCUYE3HYTh JAXKE IMOCJIE TOr0, KaK Thl UX yAaIulIb. Thl HE 3HACIIb, KTO COXPaHUII
3Ty UH(OpMaIIKIO, IToNaia I OHa B IOUCKOBBIE CUCTEMBI M COXPAHIIIACh JIU OHA, a
IJIaBHOE: YTO MOJYMAIOT O Te0e OKPYKAIOIIME JIIOJHU, KOTOPhIe HAUIYT U yBUIST
sTo. Haiitn uH(pOpMannio MHOTO JET CIyCTS CMOXET JI000M - Kak U3 J0OphIX
noOyX/JIeHU, TaK W C HaMEPEHHWEM NPUYUHUTH Bpel. DTO MOXKET ObITh KTO
YTOIHO.

OCHOBHBIE COBETHI 10 3alIUTE HU(PPOBOM permyTaluu:

1. Iloxymaii, mpexae 4eM 4To-TO MyOJIMKOBATh U IIepeaaBaTh y ce0s B OJI0Te WK B
COIIMAJIbHOM CETH;

2. B Hactpoiikax npoduiis yCTaHOBHM OTpaHUUYEHUSI HA TTPOCMOTP TBOETO Mpodus
U €ro COJAEPKUMOTO, CAETIal ero TOIbKO "W 1py3en';

3. He pasmemaii u He ykas3piBall MH(OpManuio, KOTopas MOXET KOro-amdo
OCKOPOJISITh WJIH OOMXKATh.

ABTOpCKOE NPaBo

CoBpeMeHHbIE MTKOJLHUKU - aKTUBHBIC MOJb30BaTEIN MU(PPOBOr0 MPOCTPAHCTBRA.
Onnako 1ajleko HE BCE 3HAKOT, YTO II0Jh30BaHWE MHOTHMH BO3MOXKHOCTSIMH
nmudpoBoro mupa TpeOyeT COOJIOJICHHS TIpaB Ha  HMHTEUICKTYaJIbHYIO
COOCTBEHHOCTb.

TepmuH "UHTEIUIEKTyalIbHAsi COOCTBEHHOCTh'" OTHOCHUTCS K PA3JIMYHBIM TBOPEHUSIM
YeJIOBEUECKOr0 yMa, HaYMHas C HOBBIX M300PETEHMI M 3HAKOB, 0003HAUYAIOIIMX
COOCTBEHHOCTh Ha MPOAYKTHI U YCIYTH, M 3aKaH4YMBasi KHUTaMmu, Gororpadusimu,
KHHO(DHIIEMaMH ¥ My3bIKQJIBHBIMU TTPOU3BEICHUSMH.

ABTOpCKME TMpaBa - O3TO I[paBa Ha HWHTEJUICKTyaJbHYIO COOCTBEHHOCTh Ha
MIPOM3BEICHUSI HAYKHU, JIUTEPATYypbl U UCKYCCTBA. ABTOPCKHE MPaBa BHICTYNAIOT B
KaueCTBE TapaHTHU TOTO, UYTO WHTEIJICKTYaJIbHBIM/TBOPUECKUN TPyH aBTOopa HE
OylleT HampacHbIM, JacT €My CIpaBeJIMBbIE BO3MOXKHOCTH 3apaboTaTh Ha
pe3yJibTaTax CBOETO TpyJAa, MOJYyYUTh WU3BECTHOCTh M Tpu3HaHue. Hukto 06e3
paspeuieHus aBTOpa HE  MOXKET  BOCHPOU3BOJAUTH €r0  IPOU3BEICHMUE,
pacnpocTpaHsiTh, MyOJUYHO JEMOHCTPHPOBATH, IMPOJABaTh, WUMIIOPTHPOBATH,
MyCKaTh B MPOKAT, IMyOJMYHO HUCIOJHATH, MOKA3BIBATH/UCIIONHITH B dUpe WU
pasmewars B IHTEepHETE.

Hcnonp3oBanue "mupaTckoro' mporpaMMHOTO 00OecreueHuss MOXKET MPUBECTUH K
MHOTHM PHCKaM: OT MOTEPH JAHHBIX K TBOUM aKKayHTaM J0 OJOKHUPOBKH TBOETO



YCTPOﬁCTBa, rac¢ YyCTaHOBJICHaAa HCEJICTalIbHAs IIporpamma. He crout Ttakxke
33.6BIB3TI>, 4TO CYHCCTBYIOT JICTAJIBHBIC H OecIutaTHBIC IporpamMmabl, KOTOPEIC
MO>KHO HalTH B CETH.

O noprane

CereBUUYOK.p( - TBOW TJIaBHBIM COBETYHK B CETH. 3/1€Ch Thl MOXEIIb Y3HATh O
0€30MacHOCTH B CETU MOHSATHBIM M JIOCTYIHBIM SI3bIKOM, & MIPU BO3HUKHOBEHHUHU
KPUTHYECKON CUTyallud OOpaTUTHCSA 3a COBETOM. A TaKKe MPUHATH y4acTHE B
KOHKYpCax M CTaTh CAMbIM ITU(PPOBBIM IpaskJaHUHOM !



